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AI is everywhere!
● In healthcare, finance, even in every stage of software development!
● As every piece of code, AI is not exempt of vulnerabilities.
● Itʼs also a good propagation method for cyberattacks

Some cyberattacks:

● Anthropic Espionage Campaign Sept 2025
○ State-sponsored actors weaponized AI coding agents (exploiting tools like 

Claude Code) to autonomously scan, script, and exploit vulnerabilities across 
30+ global organizations with minimal human oversight.

● The Morris II worm
○ A new class of malware designed to attack Email AI Assistants. It 

autonomously spreads by forcing the assistant to forward the malicious prompt 
to other contacts, creating a self-propagating worm within agent ecosystems.

Why AI Security Matters

https://www.anthropic.com/news/disrupting-AI-espionage
https://www.ibm.com/think/insights/morris-ii-self-replicating-malware-genai-email-assistants


The Rise of AI CTFs

The importance of securing AI is more relevant even in 
competitions and bug bounty:

● DEF CON AI Village: aivillage.org
● Conference on Secure and Trustworthy Machine 

Learning SaTML) competitions: satml.org/competitions
● Kaggle AI Village Archives): 

kaggle.com/competitions/ai-village-capture-the-flag-def
con31

● Gandalf by Lakera: gandalf.lakera.ai
● Huntr AI Bug Bounty): huntr.com
● LLM CTF Integrated into various events): llm-ctf.com

https://aivillage.org/
https://satml.org/
https://www.kaggle.com/competitions/ai-village-capture-the-flag-defcon31
https://www.kaggle.com/competitions/ai-village-capture-the-flag-defcon31
https://www.kaggle.com/competitions/ai-village-capture-the-flag-defcon31
https://gandalf.lakera.ai/
https://huntr.com/
https://www.google.com/search?q=https://llm-ctf.com/


1. Poisoning
Manipulate training data to 

create backdoors. or/and 

compromise learning

2. Evasion
Modify inputs (inference-time) 

to fool trained models.

3. Prompt Injection
Manipulate LLMs to ignore 

instructions.

4. Model Extraction
Stealing proprietary model weights 

via APIs.

5. Inference Attacks
Privacy breaches revealing training 

data.

Core Attack Vectors



Corrupting the Knowledge Base
Attacker manipulates training data or model updates to 

inject backdoors or degrade performance. The model 

learns normally on clean data but fails on specific 

triggers or pattern, stealthy and persistent

1. Poisoning Attacks



Fooling the Model
Occurs after the model is trained. The attacker adds 

imperceptible noise to an image (or audio) to trick the 

classifier

• Goal: misclassification (e.g., Cat → Dog)
• Constraint: the image must still look valid to a 

human
• Technique: Adversarial Examples / Gradient Attacks

2. Evasion Attacks



The "Ignore Previous Instructions" 
Exploit
Targeting Large Language Models. Attackers craft inputs 

that override the system prompt, causing the AI to 

perform unauthorized actions or reveal sensitive data

• Direct Injection: "You are now DAN Do Anything 

Now)..."
• Indirect Injection: malicious instructions hidden in a 

website that an AI agent summarizes

3. Prompt Attacks



Stealing the "Black Box"
The attacker queries an API repeatedly to understand the 

model's decision boundaries. With enough queries, they 

can train a "surrogate model" that functions identically to 

the victim model.

4. Model Extraction



Reverse Engineering Data
Attacks like Membership Inference determine if a 

specific record (e.g., medical history) was used to train 

the model

5. Inference Attacks



Deep Dive:
 Gradient-Based Evasion attack

Analyzing the UlisseCTF 2025 Challenge





Expected Behavior

0 - Dog

1 - Cat

What if… there is another “best friend”? 🤔



The classifier has a third class, flag (class 2, trained on pure noise. It's nearly impossible to obtain 

this class, since the model is strongly biased toward cat or dog

What About… Flag? 🚩

Goal: obtain class 2 (flag)
● We can insert noise into an image to fool the classifier
● Problem: Random noise isn't enough!

How can we fool the classifier to "think differently"?

→ Use gradient-based attacks to craft smart, targeted perturbations



● Compares the target and predicted output values
● Measures how well the neural network models the training data
● When training, we aim to minimize this loss between the predicted and target outputs

Cross entropy loss is typically used in classification tasks

Loss Function

Where
●    is true label 
●    is predicted probability for each class
●       penalizes confident wrong predictions

We must define a loss function that:
● Minimize loss for target class flag
● Maximize loss for true class - dog or cat



A vector pointing in the direction of steepest increase 
of the loss function

How Gradient Descent Works and 
Neural Networks “learn”
1. Calculate the gradient at the current parameter 

values
2. Move in the opposite direction of the gradient 

(going downhill)
3. Take a small step sized by the learning rate
4. Repeat until you reach a minimum (low error)

Gradient 



We want to find a perturbation    that minimizes the loss function for the target class flag

The Mathematics of Evasion

●  : gradient. Points to the direction of highest error
●  : pixel values of the original image
●      : we only care about the direction
●  keeps the noise invisible to humans (e.g., 0.007



It’s Hacking Time!

# Extract the score for "flag" class (index 2)
logit_flag = out[0, 2]

# Sum the scores for "dog" (index 0) and "cat" (index 1)
logit_others = torch.sum(out[0, :2])

# Define loss: make flag score HIGH (negative = maximize), other scores LOW (positive = penalize)
loss = -logit_flag + 0.5 * logit_others

# Compute gradients: ∇_x_adv loss (how to change input to minimize loss)
loss.backward()

# Update x_adv: take a step in the direction that reduces loss
optimizer.step()

# Calculate perturbation (x_adv - x_orig) and LIMIT it to [-ε, +ε] range
perturbation = torch.clamp(x_adv - x_orig, -epsilon, epsilon)

# Apply the limited perturbation to original image and ENSURE pixel values stay in [0, 1] range
x_adv.data = torch.clamp(x_orig + perturbation, 0, 1)



Attack in a Nutshell



 Adversarial Training
The most effective defense. Generate adversarial 

examples during training and force the model to 

classify them correctly

 Input Preprocessing
Techniques like JPEG compression, feature 

squeezing, or random smoothing can destroy the 

delicate adversarial noise before it reaches the 

model

Defenses against evasion attacks



AI is everywhere!

● We're trusting AI with critical decisions before we fully 
understand how to break them

● Every CTF challenge is a real vulnerability and AI is not 
exempt

● Usually the best defense is… training another Deep 
Learning models

● Even in CTF competition we use AI Agents, who knows if 
one day we use AI agents to compete against each other 
and sabotage each other as well!

Some Final Thoughts



Thank you! 
Questions?


