PascalCTF 2026

The making of a highschool Capture The Flag
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Why a Highschool?

We first discovered cybersecurity thanks to our older schoolmates
who introduced us to this world. Their passion inspired us, and now it’s
our turn to pass that knowledge forward.

By creating a CTF for high-school students, we aim to spark curiosity,
build new skills, and inspire the next generation of cybersecurity
enthusiasts.



Highscool standards

What can we expect from the average student?

e Basic programming and networking skills
e Zero experience in vulnerability detection and exploitation

e Low attention span d'

It matters, but 11;:,5' not enough:



How 2 have
fun???

Al challenges

Something easy to get the participants in the right mood

Gradually increasing difficulty

The challenges’ difficulty had to be carefully chosen to make
them accessible to everyone, and also to create a smooth
difficulty curve.

Help during the competition

The organizers’ constant presence was ensured to answer
every possible question (not regarding the solve ofc)

No pwn =

Given how in the 2025 edition no one was able to solve a pwn
challenge, we (sadly) had to remove them



PascalCTF 2026

Organization Technical structure

All about finding sponsors and How we developed all the challenges
searching for interested students. and set up the infrastructure.



Overall organization

Before starting the development we started focusing on these topics

Sponsors

We wanted to organize a great event

this year thus we needed enough °
liquidity to buy t-shirts, medals and

gadgets.

Searching students

As analyzed before highschool
students have no idea whatsoever
about the cybersecurity field thus we
had to find some ways to make it more
interesting.




Maggioli

gruppo
VEM $ceertego

VEM Sistemi

FlashStart

Flashstart

Sponsors

Huge thanks to the companies that helped us
In successfully accomplishing our goals!



Students
Interests

For an highschool student there
isn’t anything better than skipping
classes.

| swear that anything is better than
a lesson of Italian literature




Challenges

We created a github repository with a
simple structure.

We saved informations about:
e Ports and network configurations
e Descriptions/titles/points
e Writeups
e Checkers
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'If It works, maybe ChatGPT

cooked enough not to
be blamed %."

— Fent Shui, “How I left my family to capture flags™



Checkers manager &

A simple website able to manage checker scripts and verify the
correct behavior of the challenges.
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There were many
challenges but almost
all of them where
easily solvable by an Al

Flags submitted

Correct
15.9%

t Place s Users Bracket s Scorew Visibility ¥
agent.
1 Paladini Sharp 6322 [ visible |
1] 2 Cavalieri del Pitone 5323 [ visible |
3 Chikichaka Squad 5131 [ visible |
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9 The Last Cyberagents 3290 [ visible |
10 The bad doctors 2886 [ visible |
11 Five Nights @ PWN 2296 [ visibie |

12 Capotreni dell’al 2197 [ visible |



We’ve a really complex infrastructure,

I nfra StrUCtU re our infra guy projected it to be fully
compliant with the requirements of our
school’s network.
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But how to Lessons

From the beginning of the year we had lessons

inte reSt people? focused on learning the very basic of cybersecurity

Professors

Professors should encourage students to learn
valuable supplementary skills, such as
cybersecurity.

Events

Events like the PascalCTF surely increase students
interest, introducing them to cybersecurity in a fun
way




Lessons

Our lessons were designed for people with zero
experience, ensuring nobody is left behind.

Cybersecurity is surely a difficult subject both to teach and
to study, but at least last year, “students” said that we did a
great job

The main focus of the CTF and the lessons was in fact
interest as many people as possible, hoping that someone
could get passionate about cybersecurity and join Team
Paolo



Suggestions Writeups

Make sure to write the best
possible writeups, explaining
everything about the exploits to
help people learn new things

Memes
JARVIS{SOLVE

ISCTECHALLEN

Easy challenges

Always keep some easy challenges in the
ctfs for newbies, so that everyone can
have fun



Thanks
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